
LT Auditor+

Radar for your network



LT AUDITOR+ IS A REAL-TIME

MONITORING AND AUDIT

TRAIL SECURITY SOFTWARE

SOLUTION, DESIGNED TO

SECURE ORGANIZATIONAL

ASSETS ACCESSIBLE THROUGH

WINDOWS 2000/NT AND

NOVELL NETWORKS. 

IT PROTECTS AGAINST

UNAUTHORIZED ACCESS,

FRAUD AND THEFT THROUGH

AROUND-THE-CLOCK

SURVEILLANCE OF NETWORK

AND USER ACTIVITY, REAL-

TIME ALERTS, FORENSIC

ANALYSIS AND AUDIT TRAIL

REPORTS. 

HIGHLY ACCLAIMED BY

NETWARE USERS

INTERNATIONAL, LT

AUDITOR+ IS IN USE BY THE

WORLD’S LARGEST

CORPORATIONS, BANKS,

GOVERNMENT AGENCIES,

EDUCATION AND

HEALTHCARE INSTITUTIONS. 

Knowledge is more than power.
It is security.

I
f only we had known. Those are 

the words often uttered by stunned

executives after discovering critical

files destroyed, funds missing or client

files copied, only to find out the

perpetrator was a trusted employee or

business partner. Or a hacker they

thought they were protected from, but

in actuality has been logged in to the

network for some time.

But how do you know who is on

your network, what they are doing,

and what is happening to your

corporate assets at any given

time? The answer is simple:

LT Auditor+ by Blue Lance.

LT Auditor+ allows you to

track activity across your

enterprise in real time, giving you 

the peace of mind you need to run a

successful operation. The product’s

highly advanced filtering mechanism

enables you to customize your surveil-

lance parameters, so you can gather

only data that is of importance to you.

This may include important security

concerns such as access to or deletion

of sensitive data files. It may be the

activities of specific groups of individ-

uals. Or it might be data related to

network and system administration

such as changes to security policies.

Unlike other software that offers a

“snapshot” of your network at set

intervals, LT Auditor+ operates in real

time. That means the moment an

event occurs, your security officer will

be immediately alerted so he can

respond right away. 

For forensic analysis, LT Auditor+

reports create a clear audit trail and

provide the necessary documentation

for further action.

Combined with 

its data filtering

system, the con-

solidation technol-

ogy employed by 

LT Auditor+ saves auditors and inves-

tigators days of data analysis time by

consolidating all of the data from

enterprise servers, workstations and

laptops into one database. The reports

are understandable, easy to read, and

can be automatically scheduled for off-

peak hours to reduce administrative

overhead and lower the product’s total

cost of ownership.

LT Auditor+: real-time surveillance 
and auditing at its best.



A network administrator
is accessing the CEO’s
personal information
and confidential reports.

A hacker, logged on under a former
employee’s ID, is transferring funds
from one account to another.

Two senior level
managers are deleting
sensitive files on the
server.

A disgruntled employee is
accessing payroll records
in preparation for a
discrimination suit.

With LT Auditor+, 
I know exactly who is doing 

what, when and where on 
my company’s network.

A network administrator
is accessing the CEO’s
personal information
and confidential reports.

A hacker, logged on under a former
employee’s ID, is transferring funds
from one account to another.

Two senior level
managers are deleting
sensitive files on the
server.

A disgruntled employee is
accessing payroll records
in preparation for a
discrimination suit.

With LT Auditor+, 
I know exactly who is doing 

what, when and where on 
my company’s network.



The cost of infrastructure loss can 
be as high as $20,000 per hour.

A
re you a risk taker? If you aren’t

monitoring your assets, you

may be at greater risk than you

think. A 2001 study by the Computer

Security Institute and the FBI

indicates that up to 85 percent of

businesses suffer computer breaches

each year. A separate study conducted

by Exodus Communications shows

that the dollar volume in losses caused

by security breaches in the United

States alone is over $200 billion.

And it’s not just hard dollars from

financial theft that matters. When a

company’s technology infrastructure is

attacked or compromised, losses occur

as a result of:

• The impact on the technological

enterprise itself

•  The impact on staff required to

respond to the incident

•  The impact on new clients who are

unable to access the infrastructure

•  The impact of lost profit.

According to Gartner research, an

incident that affects 35 percent of all

system resources for 72 hours would

cost a billion-dollar enterprise almost

$1.4 million.* The key to reducing

your risk is to ensure you have  

LT Auditor+, which will enable you to

immediately pinpoint the root of the

problem, take action or assess the

damage, and quickly get your business

back on track.

Many executives feel protected by

firewalls and other intrusion detection

software. But what about times these

systems fail? Once a hacker has

authenticated to your network, he is 

considered an “insider” by the system.

The only way to know where he goes

and what he does is to monitor his

activity with LT Auditor+.

The other danger companies 

frequently overlook is within 

the enterprise itself. Employees, 

contractors and partners or clients

with password access all pose a 

potential threat. Although we like to

think of these people in a positive

light, the truth is 90 percent of 

financial loss caused by computer

crime is attributable to individuals

with at least some authorized 

access to the affected systems.* 

With LT Auditor+, you will never

have to wonder who you can trust

with the company’s crown jewels.

Reduce your risk. Let LT Auditor+ 
protect you from the inside out.

WITH LT AUDITOR+, 

YOUR VALUABLE ASSETS 

ARE UNDER CONSTANT

SURVEILLANCE, 

PROTECTED FROM 

THE INSIDE OUT.

OTHER SECURITY SYSTEMS

PROTECT FROM THE

OUTSIDE, LEAVING YOU

VULNERABLE IF AN

INTRUDER PENETRATES 

YOUR PERIMETER. 
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Should real-time surveillance 
and auditing be a top priority?

Absolutely.

Should real-time surveillance 
and auditing be a top priority?

Absolutely.

A sales executive is
copying the major
account list onto a CD
prior to his resignation.

A new Webmaster is
changing the directory
structure, making the
system inaccessible.

A sales executive is
copying the major
account list onto a CD
prior to his resignation.

A new Webmaster is
changing the directory
structure, making the
system inaccessible.



PARTIAL CLIENT LIST

AIR CANADA

BANK OF TOKYO

BLUE CROSS/BLUE SHIELD

DEPARTMENT OF DEFENSE

EDS

FANNIE MAE

FBI

FEDERATED MUTUAL INS.

FIRST UNION BANK

IBM GLOBAL SERVICES

LOCKHEED MARTIN

MD ANDERSON HOSPITAL

RELIANT ENERGY

WELLS FARGO

Go with the proven leader in real-time
monitoring and audit trail technology.

With LT Auditor+ 
you’re in good company.

A
s a pioneer in information

security, Blue Lance has proven

its leadership many times over

since its inception in 1985. In

partnership with Novell, it developed

the first totally secure, server-based

audit trail technology. In 1996, Blue

Lance became the first to develop

consolidated reporting from multiple

servers. Today, LT Auditor+ is the

technology leader on many fronts.

Blue Lance is also the 

auditing visionary

of the infosecurity 

industry. Selected

by Novell Consulting

as its audit tool of

choice, LT Auditor+ is

trusted to secure the world’s largest

corporations, banks and government

institutions. Blue Lance is also work-

ing hand-in-hand with leading health-

care institutions to develop audit trail 

technology for HIPPA compliance. 

Our customers buy for the technol-

ogy, and stay for our service. We are

on call 24 x 7, and regularly travel to

our customers for custom installations,

consulting, training and support. We

also consult with clients on product

enhancements, so that as their needs

change, our software grows with them.

When seeking the right solution 

for your organization, ask yourself the

following questions:

•  Does it have a long-standing history

of technology leadership?

•  Will it help us achieve compliance

with privacy and audit regulations?

•  Does the solution help enhance 

our security, while

providing other

cost-saving

benefits?

•  How strong is the 

company’s commitment

to customer service?

•  Is the company innovative, yet 

flexible enough to meet our needs

over the next 10 years?

If you want a solution that answers

“yes” every time, you’ve come to the

right place. For a free trial version of

LT Auditor+, visit our Web site at

www.bluelance.com or call our sales

department at 1-800-856-BLUE

(2583) or outside the U.S. at 

713-680-1187.



Blue Lance, Inc.

1700 West Loop South

Suite 1100

Houston, Texas 77027

800.856.2583

Tel: 713.680.1187

Fax: 713.622.1370

www.bluelance.com


